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1. Scope

The purpose of this document is to provide instruction on how to use the AC34xU USB modems with Linux. It provides instructions on device driver installation, AT command support, switching device modes, and making data connections.  This document contains all the necessary steps to make a data connection using AC34xU devices on the Linux Operating system.   
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2. Device Driver

Provided in a zip file, there are two drivers Gobi-Serial and Gobi-Net. Gobi-Serial driver is used to communicate with AT serial port. Gobi-Net driver is used to make data connections.
These drivers are based on the open source drivers posted at:

https://www.codeaurora.org/patches/quic/gobi/Gobi3000/
The output provided by executing the modinfo shell command for either the serial or the network driver is to be interpreted as follows:

< Open source driver version> / < Netgear driver version >
USB Interface numbering for supported devices

	Interface
	AC340U, AC341U, AC77x
	AC341U IPT Mode

	Network (RMNET)
	8
	8

	AT
	3
	3

	NMEA (GPS)
	2
	2

	Diagnostics
	0
	4

	RNDIS (for Web UI in IPT)
	n/a
	0/1


System Requirements

The instructions about device driver installation specified in this document are Linux distribution independent.  The device driver supports Linux kernel versions from 2.6.x to 3.5.0.23. This document uses screenshots from Ubuntu 12.04 to show the Network-Manager behavior.

You can check your kernel version of Linux with these commands:

uname –r

lsb_release –a 

Installation

Installation requires administrative privileges for your Linux system.    Copy the Gobi-Net and Gobi-Serial driver folders to your desktop and then to to /usr/src

Example:

sudo cp –avr /home/user1/Desktop/GobiSerial  /usr/src

sudo cp –avr /home/user1/Desktop/GobiSerial  /usr/src

Once you have copied the driver folders to /usr/src issue the following commands to recompile the drivers.

· (Note: some steps require root privileges)

· Serial driver installation

· # cd GobiSerial

· # sudo make all

· # sudo make install

· Optionally, to enable debug messages:

· # sudo modprobe GobiSerial debug=Y

· Network driver installation

· # cd GobiNet

· # sudo make all 

· # sudo make install

· Optionally, to enable debug messages:

· # sudo modprobe GobiNet debug=Y

Device Details

	AC341U
	AC340U
	AC341U NAT mode
	AC341U IPT mode

	AT port name
	/dev/ttyUSB2
	/dev/ttyUSB2
	/dev/ttyUSB0

	Enumerates as
	Network interface (usbx or ethx)
	Network interface (usbx or ethx)
	Network interface (usbx or ethx)

	AT command to switch to this mode
	N/A
	at!ippassthrough=0

at!reset
	at!ippassthrough=1

at!reset

	Web-UI
	N/A
	Supported
	Supported

	USB vid/pid
	VID/PID 1199/9051

	VID/PID 1199/9055


	VID/PID 1199/9057




Kernel Support and Known Limitations

The GobiNet and GobiSerial drivers are tested with x86 Ubuntu systems running Linux kernels 2.6.38 – 3.x (please see the table below).   DISCLAIMER:  Please note that each Embedded Linux system is custom and may be running other CPU types, so you may have to take our existing source code, build, test, and modify it to run on your own platform.
Tested Configurations

Ubuntu 10.04 – kernel 2.6.32

Ubuntu 11.04 – kernel 2.6.38-8

Ubuntu 12.04 – kernel 3.5.x
Ubuntu 13.04 – kernel 3.8.0-19

3. Working with AT commands

To start off  you  may want to install a terminal emulation program such as minicom to allow to you talk to the modem and issue AT commands.   To install this application, at the Linux command prompt issue:  “sudo apt-get install minicom”. 
Application Example:
minicom –s /dev/ttyUSB2

NOTE: A helpful tip is while using Minicom you can access the help by entering Ctrl-A followed by Z.

You can also monitor the syslog by #tail –f /var/log/syslog and see which port were enumerated after the device is connected (Look for “modem-managerr” to determine the port).
The latest AT command document can be found at the Netgear support site by searching or using this link:

http://www.downloads.netgear.com/files/aircard/4114373%20AirCard%20AT%20Command%20Reference%20Rev1.pdf 

4. Working with AC340U

The AC340U is a LTE USB modem for AT&T and works as a regular modem, meaning it does not offer routing capability nor does it support NAT (Network  Address Translation) nor have a Web UI.  Its default mode is to support Auto Connect in the firmware, as well as has Identity Morphing to support native Windows 8 MBIM (mobile broadband interface model).  Linux does not work with this Windows 8 MBIM Identity Morphing feature, so you need to turn it off for using the device in Linux.
Step 1 – Turn Off Identity Morphing
To turn off device identity morphing used with Windows 8, download and run the  AC340U_linux_patch_v4.exe configuration utility at the support.netgear.com support site.  

http://www.downloads.netgear.com/files/aircard/AC340U_linux_patch_v4.zip
To run the tool on a Windows 7 PC:
· Install the necessary drivers on your Windows PC (if not already completed)
· Insert device, make sure no  AT&T or other connection manager is running.
· Execute “AC340U_linux_patch_v4.exe”

· After the tool completes, you should notice your device reset & connected status on the LCD.
· Note that this change will turn OFF Windows 8 native MBIM support, so please consider this when you make your update.
Step 2 – Make a Data Connection

By default, the AC340U [AT&T Beam] will Autoconnect to the internet for you:
a. You can bring interface up/down with command:  sudo ifconfig ethx up/down
b. You can query the modem, issue AT commands & make setting any changes over /dev/ttyUSB2

c. You can manually connect or disconnect with these commands:   

i. at+cfun=0 [disconnect] 
ii. at+cfun=1 [connect]

5. Working with AC341U

The AC341U device can support two modes, NAT / WebUI mode (Network Address Translation) and IPT (IP Pass Through) mode.  The default and most typically used mode is the NAT (WebUI) mode.   In this mode, AC341U enumerates on Linux as a network interface with a private IP address i.e. IP address is in the 192.168.x.x (192.168.1.x by default) range. The device is controlled and configured via the “Web UI” accessed by going to URL http://sprintmodem.

In IPT mode, the AC341U enumerates on Linux as a network interface with an IP address assigned from carrier.  Some enterprise configurations (static IP, some VPNs, etc.) may require this public IP address to be assigned to the host.  While in this mode, the WebUI is presented by an additional RNDIS driver interface with the data port continuing to function as before.   By default the modem will auto-connect or if you want to manually make or disconnect connections you can use the WebUI or AT commands

Switching Modes between NAT and IPT
You can use either the WebUI (http://SprintModem or http://192.168.1.1) on the Settings-Router tab to change IPT mode or you can use AT commands:

Default is NAT mode:

AT!ippassthrough?

!IPPASSTHROUGH:

0
Set IPT mode:

AT!ippassthrough=1

OK
Set NAT mode: 

AT!ippassthrough=0
OK

You must reset the modem for the change to take effect:

AT!reset

Making Data Connections
Data connections via WebUI
By default, the device automatically connects to the network if you have coverage.  This is the “Auto Connect” feaure.   You can manually disconnect and reconnect via the web interface.   To do this, the user should open URL http://sprintmodem in a web-browser:
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Data Connections using AT Commands
If you are developing your own application, here are the AT commands to programmatically connect and disconnect the AC341U device which work in all modes (NAT or IPT):
Unlock the modem for the below AT commands using:
AT!entercnd=”A710”  
(note: this is required each time entering these commands if the modem has been reset)

Enable or Disable Autoconnect (devices are set to AutoConnect by default):
AT!dxcfg=profile,Autoconnect,Always

AT!dxcfg=profile,Autoconnect,Never

Manually control WWAN connection:
AT!dxcfg=wwan,connect,11 <connect>

AT!dxcfg=wwan,connect,0 <Disconnect>

Note: If you reset or re-plug the modem again without disabling auto-connect, then the device will again autoconnect.

Using the original shipping firmware - SWI9X15C_04.07.01.11:
These were the previously released commands to connect and disconnect in IPT mode only (These commands do not work in NAT mode).   Also Autoconnect was not previously supported in IPT mode.   
Make a data connection:  

at$qcrmcall=1,1 

Disconnect a data connection: 
at$qcrmcall=0,1

Ubuntu Connection Manager

Please note that if you bring up the Ubuntu Network Manager, the device shows up as “Wireless Network (AC341U).  The device enumerates as a USB Ethernet type adapter so it shows as a wired connection even though it’s a 4G network connection.
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AC341U Sprint OMADM functions

By default, the AC341U mode is designed to activate on its own when it is first turned on and connects to the network.  This feature is called HFA or Hands Free Activation.   However, for some development scenarios you may want to manually initiate activation or other network updates via the Sprint OMA service.  You can access these through the WebUI when in NAT mode or in both modes you can use AT commands.
HFA performs all three OMA operations, including:
· CI-DC: Client Initiated Device Configuration

· CI-PRL: Client Initiated PRL (Preferred Roaming List) Update

· CI-FUMO: Client Initiated Firmware – simply reports to the Sprint OMA server what firmware version your device is at.  No firmware updates are pushed from the Sprint network.  

Sprint OMA features in WebUI

CI-DC in NAT mode
In NAT mode, CI-DC is performed using web interface. Point your browser to URL http://sprintmodem, click on “Settings” on left pane, click on “Network” tab and click on “Update Network Settings” button. See the screenshot below.
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CI-PRL in NAT mode

In NAT mode, CI-DC is performed using web interface. Point your browser to URL http://sprintmodem, click on “Settings” on left pane, click on “Network” tab and click on “Update PRL” button. See the screenshot below.
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Sprint OMA features via AT commands

Open the AT port ttyUSB0 (IPT) or ttyUSB2 (NAT)  in a terminal emulation program (for example, Minicom) and then issue AT commands to the modem.  
Hands-Free Activation via AT commands

at!idstest=1,5

CI-DC via AT commands

at!idstest=1,0

CI-PRL via AT commands

at!idstest=1,4

CI-FUMO via AT commands

at!idstest=1,1

Also you can do at!idstest=? to see all the options available.

AC341U Remote Firmware Updates

Sprint will periodically issue new firmware updates for the AC341U device, and these updates are provided over-the-air.  The typical use case is for a user to be notified via WebUI notifications where they are offered the option of deferring or installing the update.   This scenario will not be practical for embedded systems so the below AT commands are used to set auto-download and auto-upgrade, so that no user interaction is required, and the embedded application can control whether to support modem firmware updates or not.
Query and Set the Auto Download  and AutoUpdate Flags

AT!idsautofota=?

AT!IDSAUTOFOTA=<autodownload>,<autoupdate>,<autocheck>

autodownload: 0:disable; 1:enable; 2:enable on not roaming

autoupdate: 0:disable; 1:enable, 2:auto update on power up

autocheck: 0:disable; 1:enable  <- not used for AC341U
OK

For example, set to automatically auto download and auto update without UI interaction with 2,1,0.   The device default setting is 2,0,0.
At!idsautofota=2,1,0
OK

Confirm the change was successful:

AT!idsautofota?

!IDSAUTOFOTA: 2,1,0
! IMPORTANT FIRMWARE UPGRADE NOTE
When upgrading your firmware from the original release, you must be in NAT mode to run the upgrade unless you change this setting using these AT commands.  If you intend to use IPT mode moving forward, then we recommend you make this update one time so you can support firmware downloads while you are in IPT mode.   Then you are able to run the upgrade from IPT mode, along with making the above auto download and auto update changes.  

AT!entercnd=”A710”

Set the (AppPID, BootPID)
AT!udpid=9057,9055     

AT!reset
Then you are ready to perform the update to firmware baseline (NTG9X15C_45.04.10.00_00) or higher while in IPT mode.
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